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A computer virus is a program code capable of self-copying, and typically contains
negative effects such as system hacking and data damage. Viruses are created with
the goal of copying from a programmer to many computers and even distributing
program code to unsuspecting users. Copying itself is one of the first signs of being
a virus, and viruses, the function of which is only reproduction, are also trapped.
Many of them also have other effects, releasing music, displaying notifications, and
in the worst case, destroying valuable user data. They have the ability to perform all
the actions that the creator programmer envisions. Some virus creators are not as
skilled as they expect, and as a result, while unplanned, unexpected results such as
program collisions are visible.
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Why are computer viruses written?

There are many possible reasons behind this, whether in order to increase the
personal status of the creator of the virus, or in order to take revenge on the fired
Company, the information that is being destroyed can be created in cases where it
can significantly affect his lifestyle. Virus programmers like to boast of the scale of
the codes they create, calling themselves by code names. Controlling network
corruption, for example, gives the creator of malicious code a sense of power.

Where are viruses encountered?

Viruses will be hidden in the bootable code. This means that any downloaded
program, a soft disk program left on the machine, creates the risk of copying. Most
people believe that viruses can only be present in program copies and in programs
where the virus is irritating, but, in fact, this is not the case. In 1992, Borland released
a virus with its C++ programming language software (a silver CD surrounded by the
original cut), and thousands of copies were shipped worldwide. This may be due to
virus testing or a lack of anti-virus software obsolescence updates. At some point,
defects were prominent on many personal computer CDs, making it difficult to rely
on even reputable source software. In addition, it is not necessary to rely on software
that can be downloaded from the internet, but there is a need for frequent use. Here,
a problem-averting solution is software and strategy. Despite the fact that there are
many ways to attack and install virus programs, there are several ways that can help
protect the computer and network from cyber threats.

1. Asking employees to use strong passwords and change them periodically is the
easiest way to create strong computer passwords or expressions, but also to expand
system security. From 8 to 64 alphanumeric characters and characters like @, #, *
and & should be used to create complex passwords or expressions. It is necessary to
activate two-step confirmation when possible. Periodic upgrades can help prevent
evil forces from breaking through passwords. Pest program attack test-and-error
method, in which the program tries to decode the password and gains access to the
target computer. The stronger the password, the more difficult it will be for haker to
crack and access it.
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2. Installing Antivirus software Antivirus software actively checks for viruses,
system files or operating system that try to invade email. Choosing a quality software
package, it should be borne in mind the prestige and product of the company, the
features of the program (m-n, daily update) and compatibility with the computer.

3. Carrying out a full-fledged system check on a daily basis, viruses, spyware and
malware are constantly developing. As a result, sometimes they break through
system protection methods and infect the computer system. Daily checks must be
performed through antivirus, anti-spyware, and anti malware programs to identify,
guarantine, and remove evil agents on the network before any or additional damage
occurs.

4. Introducing periodic system backup routines many types of evil agents can
damage content within the computer. It is necessary to organize a periodic backup
procedure to make sure that the computer can recover data in the event of a malicious
event. Backup choices such as cloud service or personal external hard drive can be
used. The cloud service allows you to save data on the network. An individual
external hard drive can be connected to a computer, so there is an opportunity to
copy the updated files as needed.

5. Regular updates to the computer system to fix any viruses, abnormalities, it is
important to run regular computer system updates. If updates are not allowed,
viruses that remain in the system can be used by hackers. With the announcement of
the new system version, the user must be aware of this.

6. The use of a firewall firewall is the most important aspect that wraps the computer
and it blocks unauthorized access. When starting or configuring the computer now,
it is necessary to use the firewall capabilities of the operating system. Firewall
settings can be updated according to computer preferences.

7. Careful use of Email can lead hackers to gain an advantage on most roads in email,
such as in computer files attached to emails. It is not recommended to open and read
addresses that you do not recognize. They need to be deleted immediately. 8. Careful
use of the Internet includes spyware and malware, even the safest websites. To infect
the virus, it is enough for the mouse to click once. Many fake websites are masked
to mimic real websites. When entering URLSs, it is necessary to verify that the name
of the site, correctly written. It is necessary to get those that suddenly appear, before
clicking on ads, graphs and links to other sites.

Antivirus software computer protection software
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Antivirus software and computer protection software are focused on evaluating web
pages, files, software, and referrals that focus on finding and rooting malwares at the
greatest possible speed. Most provide protection against unwanted threats in the
process of activity. Because now many processes are organized on the network, and
new threats appear regularly, the installation of a protected antivirus program is
gaining more relevance. The joy is that nowadays there are a number of excellent
products for selective use. These software products must be tested professionally to
determine their safety level. Each company has its own list of features, since some
aspects of any software are considered more important than the rest. Some of them
are:

 User interface (applications that do not have a comfortable appearance are often
not well received by buyers)

* Speed of inspection and troubleshooting

* Flexibility including password protection

* Ease of documentation of features and understanding of the manual

* Technical qualification level for configuration and use

* Technical support quality and speed

* Speed of dealing with new viruses and being able to solve the problem

* Network update capability

How do Antivirus programs work?

Antivirus software starts to run by checking computer programs and files against
malware's known database. Since there are contributions from hackers and new
viruses are constantly created, antiviruses also check for non-existent and possible
threats. In general, many applications employ three different types of detection:
specific detection, which investigates previously generated threats; general
detection, which searches for characters or existing parts or types that depend on a
common codebase; and detection in the experimental process(heuristic), verification
of unknown viruses by detection through suspicious file structures. When a program
finds a viral file, it usually places it in quarantine and gives a deletion mark, making
it inaccessible and removing the risk. With devices connected to the internet in a
daily way of life and at the same time even more dangerous.

Virus protection options of common antivirus programs
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1. ESET NOD32, often referred to as NOD32. Released in two different
editions, Home Edition and Business Edition. It has the following properties:

* Anti-phishing

* Device control

* Bank business and payment protection developed

* Parental control

* Web camera control

* Protective wall

* Network controller developed

* Network Attack Protection

2. Kaspersky . Kaspersky provides protection against internet security malware,
email spam, phishing, hacking beats, and theft of tokens. Services offered:

* Data protection

* Data backup

* Web policies-restrictions and record user activity ¢ password manager
* Data encryption

* Network control

* Query activity

3. Avast Antivirus is a family of cross-platform (that is, those that can work
with different computers or with different software packages) internet security
applications developed by Avast for Microsoft Windows, macOS, Android and iOS.
Avast antivirus includes the following features:

* Anti-spam

* Data decomposer

* Smart antivirus

* Home network security

* Intelligent inspection

* Secure domain name system
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